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This training module is a resource to direct hospitals on how to register with
NHSN, obtain and install Digital Certificates and complete enrollment of the
hospital. The scope of this document does not address adding users or
reporting data.
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Announcement - Program Name Change

The Reporting Hospital Quality Data for Annual Payment Update (RHQDAPU) program
has been renamed to the Hospital Inpatient Quality Reporting Program (Hospital IQR).
This name change is effective as of September 2010.

This is a name change only and reflects the hospital reporting of quality data activities
of the program defined in the Deficit Reduction Act of 2005 and required in the FY 2011
Inpatient Prospective Payment System (IPPS) Final Rule.

The Hospital Inpatient Quality Reporting Program requirements continue as written in
the FY 2011 IPPS Final Rule (under program requirements specified for the formerly
named RHQDAPU program).

Please note that documents, correspondence, regulation and any other systems that
currently have the RHQDAPU name listed will be changed over time. In some
instances the name change will be immediate and in others it will occur as documents,
correspondence, regulation and systems are updated.
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Central Line-Associated Bloodstream Infection (CLABSI)
NHSN Enroliment User Guide

Section 1: Overview

Healthcare Associated Infections (HAI) Reporting Requirements

Hospitals participating in the Centers for Medicare & Medicaid Services (CMS) Hospital
Inpatient Quality Reporting Program (Hospital IQR), formerly known as the Reporting
Hospital Quality Data for Annual Payment Update (RHQDAPU) program, will be
required to submit HAI data:

What? Central line-associated bloodstream infection (CLABSI) events that occur
on or after January 1, 2011 for Fiscal Year (FY) 2013 payment

Where? Via Centers for Disease Control’'s (CDC) National Healthcare Safety
Network (NHSN)

Who? For ALL adult, pediatric intensive care units (ICU) and neonatal intensive
care units (NICU)*

How? In accordance with NHSN Patient Safety Component protocols provided

on the NHSN website at, http://www.cdc.gov/nhsn/psc.html

*Restricted to Level I/l and Level Il NICU

Section 1: Overview Page 4
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CLABSI Reporting

CLABSI Timing Considerations

« Data collection begins with January 1, 2011 events

« First reporting quarter: January 1 to March 31, 2011

NOTE: NHSN Registration and Enrollment process
takes 2-4 weeks to complete so start early!

Hospitals with ICU beds must be enrolled in NHSN and use the CLABSI protocol to submit data
elements needed to calculate the CLABSI measure.

e Hospitals with a signed the IQR Notice of Participation indicating they participate
in Hospital IQR do not need to sign a IQR Notice of Participation.

¢ All hospitals participating in Hospital IQR are required to:

A Submit quarterly data if a hospital has an ICU, in which there
were central line days.

OR

A Submit quarterly data if a hospital has an ICU, in which there
were zero central line days.

OR

A Submit the required notice if a hospital does not have ICU
beds. NHSN enrollment is not required for hospitals that
do not have ICU beds. The required notification form,
timing and where to submit will be announced as decisions
are finalized.

Each hospital with ICU beds must identify an NHSN Facility Administrator, who will
enroll the hospital and complete the NHSN Enrollment. The NHSN Facility
Administrator will also add users and assign user rights for the hospital.

Section 1: Overview Page 5



Section 2: NHSN Registration and Enroliment

Enroliment Guide

Access the NHSN website at, http://www.cdc.gov/nhsn/cms-welcome.html.

Select the NHSN Enroliment Requirements link from the “Access NHSN Enroliment
Requirements for CMS Hospital Inpatient Quality Reporting Program Here” box.

National Healthcare Safety Network (NHSN)

Join NHSM

NHSM = Join NHSN

Welcome to NHSN
Welcome to NHSN

PWelcome to NHSN

CMS Hospital Inpatient
Quality Reparting

Program
About NHSN
Communication Updates
Enrollment Requirements

Patient Safety
Component

CDC welcomes you to the National Healthcare Safety Network (NHSN). A special appreciation to
those of you who are joining us for the first time in order to comply with the 2011 Centers for
Medicare and Medicaid Services (CMS) Hospital Inpatient Quality Reporting Program &.

NHSN is the HAI surveillance gold standard. The system (and its predecessars) started years ago
helping a few hundred healthcare facilities; today, more than 2,700 facilities use NHSN as the
cornerstone of their HAL elimination strategies. Specifically, facilities use NHSN to:

e HospitalQuality Alliance e e — 3]

I o pital Inpatient Quality Reporting Program m——

Cbtain baseline HAI rates

Healthcare Personnel
Safety Component Access NHSN enrollment
requirements for CMS

Hospital Inpatient Quality

Reporting Program Here

Compare rates to CDC's national data
Biovigilance Component

Participate in state or national HAI prevention

Forms collaboratives

Training Devise and implement HAIL elimination strategies

Data & Statistics

Resource Library

Evaluate immediate and long-term results of elimination
efforts

Refocus efforts as needed, or advance to different areas

Download the NHSN Facility Administrator Enrollment Guide found on the NHSN
website at, http://www.cdc.gov/nhsn/cms-ipps-rule training.html.

CDC Home

Centers for Disease Control and Prevention

| Your Online Source far Credible Health Infarmation

National Healthcare Safety Network (NHSN)

Join NHSM
Welcome to NHSN

P CMS Hospital Inpatient
Quality Reporting
Program

About NHSN
Communication uDdates(
Enrollment Requirements

NHSM > Join NHSN

NHSN Training and Enrollment Requirements for the CMS
Hospital Inpatient Quality Reporting Program

Formerly known as Reporting Hospital Quality Data for Annual Payment Update (RHQDAPU)

For complete detailed enrollment instructions please download the NMHSM Facility Administrator
Enrollment Guide T [FOF - 1.18 MB]
:

P

- L
o o o \aiila

FNTRT=INY L
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Five Steps to Get Started
Step 1. Complete the Required Training

Step 1. Complete the Required Training

Select the appropriate link to open a training document.
Note: Hospital staff, including the NHSN Facility Administrator and any potential user of
NHSN, are required to complete all of NHSN trainings listed below:

(1) Overview of NHSN

(2) CLABSI Protocol

(3) Enrollment

(4) Facility Start-up

m Complete the required trainings below.

g b * Overview of NHSN 5 [FOF - 6.5MB]
* CLABSI Protocols T8 [FOF - 16.1ME]
* Enroliment T [FOF - 1.5ME]

* Facility Start-up TH [FOF - 17.6ME]
Approximate time - 4 hours

NOTE: It is recommended that the trainings are completed in the order listed above.

Step 2. Review and Accept Rules of Behavior & Register Your Facility

Step 2. Review and Accecpt Rules of Behavior & Register Your Facility

Select the “Rules of Behavior” link under Step 2.
After agreeing to tu will be taken to the NHSN
Reqistration page. After you register yvour facility, NHSN will send vou an

email containing the website and password to apply for a digital
certificate.

NOTE: Please make sure that vour email system will not block emails from
nhsn@cdc.gov and PHINTech@cdc.gov

Approximate time - 5 minutes

Section 2: NHSN Registration and Enroliment Page 7



] HospitalQuaIity Alliance ——  —— — — ——— — ————— ]

I ——— o s it |npatientQuaIity Reporting Program m——

Read the rules of behavior. Select the [Agree] button if you agree to the rules of
behavior. Selection of the [Do Not Agree] button ends the enrollment process.

National Healthcare Safety Network (NHSN)
Facility/Group Administrator Rules of Behavior

In order to participate in the NHSM | you must read and agree to abide by the following rules of
behawvior for safeguarding the system's security. Scroll through the document below and click on
Agree or Do Not Agree button To pant a copy of the rules, click on the Pnnt button

~

NHSN, a survelliance system of the Centers for Disease Control and Prevention (CDC), allows
participating healthcare facilities to enter data associated with healthcare safety, such as
surgical site infections, antimicrobial use and resistance, bloodstream infections, dialysis
incidents, and healthcare worker vaccinations. NHSN provides analysis tools that generate
repors using the aggragated data (reports about Infection rates, national and local
comparisons, etc). NHSN also provides links to best practices, guidelines, and lessons
leamed.

NHSN processes and stores a variety of sensitive data that are provided by healthcare
facilities. This information requires protection from unauthorized access, disclosure, or
modification based on confidentiality, integrity, and availability requirements. These ‘Rules of
Behavor” apply to all users of the NHSN web-based computer system.

< >
2} Print Version

‘

The Facility Administrator registers the hospital by entering pertinent information
including the CMS Certification Number (CCN) in the Registration Form.

National Healthcare Safety Network (NHSN)

Registration Form

Please enter the values for the fields listed below and click on the Save button {*) indicates a required field
For additional information on NHSN Tramng, please visit the NHSN Training Wabsite

Registration and Enroliment is open and gvaiadle for hosoitals and outpatient hemodialysis centers only. If y
nursing home, exterded care facility, ambulatory surgical center, or home care, enrollment is currently unave

— Personal Information-

*Last name:

*First name:

Middle name:

*Emalil address:

—— Facility Identifier

*Please select a facility identifier:
CMSID ® AaHAD O VA Station Code O
CDC Registration 0 O None O

NOTE: The same email address MUST be used throughout the NHSN

enroliment process including the Digital Certificate application.

Section 2: NHSN Registration and Enroliment Page 8
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In order to begin the NHSN enrollment process, vou will need to obtain and install a digital cemificate onto vour computer

be accessed at: hrtp. www cde gov nhsn PDFs FaglitvAdminEnrollmentGuideCuryent

Follow the instructions in the document "NHSN Facility Administrator Enrollment Guide” beginning at Step 3, to obtain and install the
digital certificate so that you will be able to access the NHSN application through CDC's Secure Data Network (SDN). This document can

the onscreen instructions to apply for a digital certificate

From the Centers for Disease Control and Prevention - Digital ID Enrollment page, https: ca ¢dc gov, vou will be prompeed for the
enrollment password, whichis: Password (Be sure to include the exclamation points and use lower case and underscores.) Follow

During the process, vou will be prompted to select 2 Program and a Program-specific Activity'

For Program, select. National Healthcare Safety Network (NHSN)
For Activity, select: NHSN Enrollment

Administrator.

If you have difficulties obtaining a digital certificate, please contact SDN at 800.332.9929 or PHINTech @cde gov

website at: http: www cdg govuhsn

VERY INMPORTANT: After you obtain and install yvour digital cemificate (Step 3 in the NHSN Facility Administrator Envollment
Guide), access the SDN (hutps: sdn cde gov), enter vour challenge phrase and select NHSN Enrollment from the list in the upper left
comer titled "My Applications” This will launch the NHSN Enroll Facility page. Be sure we indicate yourself as the NHSN Facility

If you have any questions about NHSN, please contact us at nhan @ede gov. Information on NHSN is also available on the members

Metsage Insent Cptiont Format Tect “
From: DhSN@CEC.00v <mailto:nhsn@ cdc.aoy> Sent: Tue 119/2010 9:38 AM
Te: Do, John
Ce
Subject FW: NHSN Regustration
e
Welcome! You are now registered in the National Healthcare Safety Network (NHSN). QI
-

and enter the enroliment password provided in the email.

to be retrieved.

_— HospitalQuaIity Lees. .
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Section 2: NHSN Registration and Enroliment

After the registration is submitted, NHSN will send an email containing the website link
and password to apply for a digital certificate. Please make sure that the hospital email
system does not block emails from nhsn@cdc.gov and PHINTech@cdc.gov.

Following the receipt and review of the confirmation email, access, https://ca.cdc.gov,

TIP: Save the confirmation email in case the enrollment password needs

Page 9
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Step 3. Obtain Your Digital Certificate & Complete Forms

Step 3. Obtain Your Digital Certificate & Complete Forms

Review the system requirements for installing the digital certificate and select the
[Enroll] button.

SDN Support At this site you may register to become a client of the CDC Secure Data Netwaork (SDN). Registering to
become a client involves two separate but related activities:

800-532-9929
770-454-4863 .
phintech@cde.gov « Obtaining permission to use one or more sensitive COC information systems;

» (Obtaining and installing a CDC digital certificate.

Yau can be granted permission to access a sensitive CDC system only by an authorized representative of
that system. The reaqistration information you enter in your application pages will be forwarded to the
appropriate system representative for approval. Obtaining the CDC digital certificate is contingent upon
this approval. It is expected that, if you have proceeded this far, yvou already have some understanding
with the CDC program'’s representative and yvour request for access is likely to be approved. If this is not
the case, you should stop now and contact the CDC program's representative first to discuss obtaining
access.

System Requirements

To obtain a CDC digital certificate and access the CDC Secure Data Network,
your system must conform to the following minimum requirements:

Intel-based system with 3 486 CPU or greater.

Windows 98, Windows NT 4.0 or greater.

Internet connectivity.

Internet Explarer 5.%, Netscape Communicator 6.x, or greater.
Browser's “cipher strength™ is 128 bit.

Administrative rights for the local machine an which the certificate is to
be installed {anly for initial certificate installation).

About digital certificates

A digital certificate, or "Digital ID," is a data object used ta verify the identity of the person or system
possessing it.

Once you have abtained permission from & system representative to access a sensitive CDC system, a
Digital 1D will be generated for you by separate entity called a certificate authority (CAJ. When you have
bean notified that your enrollment request has been approved, you will access a specific web site to
obtain your digital certificate. You will then install the certificate in your browser.

Thereafter, when you wish to access a system within SDN using your browser, your browser will present
your Digital ID and SDN will verify your identity with the CA. You will then be granted permission to enter
the system.

You may not share your digital certificate with any other person. CDC Internet security policy requires
that each Digital ID be held by and used by one, and only one, persan.

If you require access to more than one sensitive COC system, you do not need to obtain multiple
certificates. Only one digital ID is required to verify your identity for any and all SDN systems you access
from the same computer and the same browser,

Digital IDs can be copied (exported) from one machine to another, and SDN allows for this. The process is
not routine, however, and in some cases, Digital IDs cannot be exported from one operating system to
another, from one type of browser to another, or even from one version of a browser ta anather version
of the same browser.

Obtaining and installing a Digital 1D is not difficult, but in the process your browser may present you with
many technical messages. We have no control over the messages your browser displays. Documentation
is available for the enrollment process and is intended to assist yvou in obtaining a digital certificate for
the two most common browsers; Internet Explorer (IE) and Netscape Communicator (Netscape).

Digital ID Subscriber Agreement

The issuance of Digital IDs through this system is governed by the Verisign Certification Practice
Statement (CPS). By applying for, accepting, or using & Digital ID through this system, you are agreeing
to the terms of the Verisign Subscriber Agresment ("Agreement”). By clicking the Enroll button below, you
indicate your acceptance of this agreement. If you do not agree to the terms of this agreement, you
should not complete this application process, or use the Digital ID.

Complete terms for the VeriSign CPS and Digital ID Subscriber Agreement can be found here.

To enroll for a CDC Secure Data Network Digital 1D, click here:

Questions? Go to the O

e Help or Contact SDN Support

Section 2: NHSN Registration and Enroliment Page 10
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Enter personal information and select [Next].

Step 1: Enter Personal Information

Items with (*) are required.

Prefix |

* First Name |Jane \

* Last Name |Doe ‘

* Email Address |nh5n@cdc.gm ‘

* Employer |CDC ‘

Preferred Name |

Middle Name |

Degree '

CDC User ID

{where applicable)

Program or |
Division

* Employer Type | COC, all campuses

* Job Type |Survei|lance

"]

5|

* Phone |404-639-4050 |

Work Address
(130 characters

raximum)

* City |Atlanta |

* Country |United States

Fax |

* LLS. State |Gggrgia

{required for US)

U.S. County | Pick a County

* Zip Code (30333 '

vl

* Alternate Contact :

* Name |JDhn Doe \

* Phone |404-639-4050

Select “National Healthcare Safety Network (NHSN)” from the “Select a Program” drop-

down list.

Step 2: Select A Program

Select the program whose activities you want to join.

ea

" " - - " - - .
thcare Safety Network (NHSH)

MNutrition

Section 2: NHSN Registration and Enroliment
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Select “NHSN Enrollment” from the “Select Activities” drop-down list and select [Next].
Step 3: Select Activities

Select one or more National Healthcare Safety Network (NHSN) activities from the list.

4NHSN Enrollment
‘_-:.__.—:

BEST PRACTICE: Read the directions for creating the challenge phrase carefully.
Memorize the challenge phrase. The challenge phrase must
be entered every time a user logs in to, https://sdn.cdc.gov, to
report hospital data.

Read and follow the directions to create a “Challenge Phrase”. After entering the same
challenge phrase in both the “Challenge Phrase” and “Confirm” boxes, select [Next].

OC Home earc Health Topics A-
CDC Centers for Disease Control and Prevention - Digital ID Enroliment

SAFER + WEALTHIER + PEOPLE™

Step 4: Choose a Challenge Phrase

SDN Support
_ The challenge phrase is a password or phrase that you will need to provide every time you
800-532-9929 access the CDC Secure Data Network, and is also required to revoke your Digital 1D.
770-454-4863
phintech@cdc.gov

For security reasons, a challenge phrase must:

o Be at least 8 characters long.
Contain only English letters, numbers or any of these characters:

S

Contain at least one non-alphabetic character.
Not contain your name or any part of your email address.
Not be a word, unless the word is either

* Broken up by one or more non-alphabetic characters

« Prefixed or suffixed by three or more non-alphabetic characters
Not contain more than two consecutive repeating characters.
Contain at least 4 unique characters.

Challenge phrases are case sensitive, so be sure to remember if any letters are capitalized.
While not required, a challenge phrase containing mixed case letters is more secure, and we
invite you to consider using one.

More Information and Examples

Challenge Phrase |

Confirm

Section 2: NHSN Registration and Enroliment Page 12
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Following the successful request of a digital certificate, the hospital will receive a
confirmation email.

@) H96 e - =
¥ i

Message Insert Options Format Text

From: nhsn@cdc.qov Sent: Tue 11/9/2010 10:35 AM
To: Doe, John

Ce

Subject: MHSM Digital Certificate Request Confirmation

SDN has received vour request for a digital certificate. Please do not applv for another

digital certificate unless told to do so by someone from the SDN help desk. If vou have

not received an email from SDN within 5 working davs informing vou that vou can download
vour digital certificate, or if vou have trouble downloading vour certificate, please

contact SDN at 1-800-332-9929.

VERY IMPORTANT: To access the NHSN after vou install vour digital certificate, go to the
SDIN (https:/sdn cdc gov), enter vour challenge phrase, and then click on vour NHSN activity.

If vou have anv problems with NHSIN, please feel free to contact us.

Thank vou!

National Healthcare Safetv Network (NHSN) Support
Email: nhsn@cde.gov

It is estimated that it will take the CDC approximately 3-4 days to process the digital
certificate request once the application is received. If you have not received an email
within 5 working days, contact the Secure Data Network (SDN) as indicated above.

When the application is processed, another email will be sent to confirm the approval of
the digital certificate.

I/ﬁj H9 6+ % = .= x

- Message Insert Options Format Text [z}
Extra line breaks in this message were removed.

From: Secure Data Network [mailto:phintech@cde.gov Sent: Tue 11/9/2010 10:44 AM

To: Doe, John

Cc

Subject: Action Required - Your CDC Digital Certificate Is Ready to Install

Your request for a CDC digital certificate has been approved. The next step is the installation of your digital
certificate. Your computer settings may be different from other computers. These differences may make
installing your digital certificate more difficult than we would like. We are working to make this process
easier.

] » [

ke recommend that your IT Specialist install the digital certificate for you. We have provided instructions for
the IT Specialist at https://ca.cdc.gov/sdncode/sdnapp/doc/DigitalcertificateInstallation.htm. After reviewing
these instructions, your IT Specialist can begin the process of installing your digital certificate by going to
your installation link.

Digital Certificate Installation Link:
https://ca.cdc.gov/sdncode/sdnapp/serviet/CertServlietdusertoken=25b564b4df1563587d61c14c8hcf7068

If you do not have an IT Specialist or need further information, contact CDC SDN Support:
e-mail: phintech@cdc.gov
telephone: 1-8868-532-9929 and select option 1

<

When confirmation of the digital certificate has been received, CDC estimates that it will
take a hospital approximately 30 minutes to install the digital certificate if the hospital’s
IT system is properly configured to accept the certificate.

Section 2: NHSN Registration and Enroliment Page 13
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BEST PRACTICE: Read the directions in the email carefully. Remember to print
the instructions for the hospital IT specialist to follow and
use the Digital Certificate Installation link provided in the
email. If the hospital does not have an IT specialist, contact
the CDC SDN Support Staff at the email and/or phone

number provided in the email.

Save a copy of the digital certificate on the hard drive of a computer once the digital
certificate is installed.

NOTE: Digital Certificates are user specific. Do Not Share a Digital Certificate

with another user.

Each user must have an individual Digital Certificate. When more than one hospital is
enrolled by a user, only one Digital Certificate is required for that user. A user can
install their Digital Certificate on multiple computers that will be utilized to access the
secure NHSN website.

Each Digital Certificate expires 12 months from the date of installation. Each user must
apply for a new certificate every year.

Step 4. Complete Enrollment Forms Online

Access the following website, https://sdn.cdc.gov.
Select the name in the “Choose a digital certificate” dialog box and select [OK].

Choose a digital certificate |E| [z|

Identification

't The website vou wank to view requests identification,
L

Please choose a certificate,

Mame Issuer
John Doe CDC Secure Data Network C&

[ IMare Info... ] [View CertiFicate...]

_

Section 2: NHSN Registration and Enroliment Page 14
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Enter the challenge phrase. Note: The challenge phrase must be entered every time
the website is accessed.

Select [Submit] to open the NHSN Enrollment website.

C| Public Health Partners Search CDC gov:

Welcome, John Doe
WARNING

This is a U.S. Government computer system, which may be accessed and used only for official government business by

authorized personnel. Unauthorized ac or use may subject violators to criminal. civil, and/or administrative action.

There iz no right te privacy on this system. All information on this computer system may be menitored, interceptad,

recorded, read, copied, snd shared by suthorized parsonnal for =l purposes including criminal investigstions. Ac

use of this system, whether authorized or unauthorized. constitutes consent to these terms. (Title 18, U.5.C.0

Please enter your challenge phrase:

Forgot vour challenge phrase? Click here

Select the “NHSN Enrollment” link on the left side under the “My Applications” header.

Public Health Partn

You are logged in as John Doe Pariners Home | My Preferences | Help | Logou

My Applications Emerging Infectious Diseases Journal

MNationa Saigly MNatwork (NHSN) Current issue Volume 16_Number 11-November 2010
w Topics include pregnancy and emerging infections: avian influenza: MRSA: chikungunya virus: recurrent TB

*  Reguest Additional Activities MORE &)
Electronic Reference Preventing Chronic Disease Journal
Select a database and search term to locate 2,010
joumals Volume 7: Issue 6
ISSN: 15645-1151
Database: |PubMed A
FOCUS — MOBILIZING ACTION TOWARD COMMUNITY HEALTH {(MATCH)
Search for: l:l * Kindig on observations and recammendations from the MATCH expert meeting
* Shorell on challenges and opportunities for population health patnerships
*  Kindig on partnerships to improve community health (podcast interview)
MORE &

Section 2: NHSN Registration and Enroliment Page 15
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Select the “Access and print required enrollment forms” link.

Department of Health and Human Services
Centers for Disease Control and Prevention

NHSN - National Healthcare Safety Network

Leave Enroll Enl‘Oll FaCiIity

Please Select Desired Option

Access and print required enrollment forms

Enroll a facility

1 16
Gt e |22f Adobe Acrobat Reader for PDF files

Select the “Facility Contact Information” link followed by the “Facility Survey” link under

the “Patient Safety Component” header to access the two forms.

Facility Enrollment Forms

Hospital gon

Patient Safety Component Healthcare Personnel Safety Component Biovigilance Component
? prjnt these: Any facility type, print these: Any facility type, print these:

acility Contact Information Facilitv Contact Information Facility Contact Information
acility Survev Facility Survey Facility Survey
Qutpatient Dialysis Center, print these:
Facility Contact Information
Qutpatient Dialvsis Center Practices Survey

to log out of the NHSN website.

Section 2: NHSN Registration and Enroliment

NOTE: The two paper forms need to be printed and completed prior to entering
the information online. Multiple hospital departments will need to be
consulted to obtain the information required to complete the documents.
Due to the time it may take to complete the paper form, users may want

- 000000 J
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Print the “Facility Contact Information” form and complete all fields.

2 NHN Facility Contact Information B bake T3
sfely Nework  Page 1 of 2

* required for saving Tracking #:

*Facility Name:

*Main Telephone Number:

*Mailing Address:

*City: *County: *State: *ZIP: -

For each identifier listed below, enter the # / code or check “"Not Applicable” if your facility does not have that
identifier:

*American Hospital Association ID#: [Not Applicable

*CMS Provider #: [ONot Applicable

*VA Station Code: [CINot Applicable

If none of the above identifiers is applicable, enter CDC-provided Enrollment #:

*Facility Type:
*NHSN Components:

Indicate which component(s) the Facility will use initially (components may be added at any time after enrollment)

[ patiant Safatv Camnanant

Print the “Patient Safety Component — Annual Facility Survey” form and complete all
fields.

OMB No. 0920-0668]
Exp. Date: 03-31-2011

‘ Patient Safety Component —Annual Facility Survey

Safety Network

Page 1 of 2
* required for saving Tracking #:
Facility ID: *Survey Year:

Facility Characteristics

*Ownership (check one):

O For profit O Not for profit, including church [ Government

O wilitary [0 veteran’s Affairs [ Physician owned [ Managed Care Organization

If facility is a Hospital:
*Number of Patient Days:
*Number of Admissions:

For any Hospital except Long Term Acute Care Hospitals:
*Is your hospital affiliated with a medical school? :  Yes No

If Yes, what type of affiliation: MAJOR GRADUATE LIMITED

Number of beds set up and staffed:

a. ICU beds (including adult, pediatric, and
neonatal levels II/1II and III):

b. Specialty care beds (including hematology/oncology,
bone marrow transplant, solid organ transplant,
inpatient dialysis, and long term acute care [LTAC]):

c. All other beds:

Section 2: NHSN Registration and Enroliment Page 17



Hospital |npatientQuaIity Reporting Program 3

e Hospita)Quality Alliance = ————— ]

Access SDN at, https://sdn.cdc.gov, with the completed “Facility Contact Information”
and “Annual Facility Survey” forms in hand to use for data entry.

Select the “NHSN Enrollment” link on the left side under the “My Applications” header.

CDC| public Health Partners searen coc.gor [N (<5
You are logged in as John Doe Pariners Home | My Preferences | Help | Logou
My Applications Emerging Infectious Diseases Journal
Natiopa Salely Network (NHSN) Current issue Volume 16_MNumber 11-November 2010
% Topics include pregnancy and emerging infections: avian influenza: MRSA: chikungunya virus: recurrent TB
*  Reguest Additional Activities MORE &)
Electronic Reference Preventing Chronic Disease Journal

2010
Volume 7- Issue 6
ISSN: 1545-1151

Select a database and search term to locate
journals
Database: |PubMead b

FOCUS — MOBILIZING ACTION TOWARD COMMURNITY HEALTH (MATCH)

Search for: l:l * Kindig on observations and recommendations fram the MATCH expert meeting

* Shortell an challenges and opportunities for population health parinerships

*  Kindig on parinerships te improve community health (podcast interview)

MORE 3)

Select the “Enroll a Facility” link.

Department of Health and Human Services

Centers for Disease Control and Prevention

NHSN - National Healthcare Safety Network

Start TH
Leave Enroll Enroll Facility

Please Select Desired Option

Access and print required enrollment forms

Enroll a facili
e —————

Enter the information from the complete printed forms into the data entry screens.
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TIP: Data entry must be completed in one online session; incomplete data

cannot be saved.

Please refer to the directions shown below to enter the hospital identifier information
correctly.

For each dentifier listed below, enter the number / code, or check Not Apphcabile if your facility does not have
that wentifier

P—
AMA ID*: [NVA Select ¥ if AHA 1D Not Applcable
CMS 1D*: [123456789 Select [ if CMS 1D Not Apphcable

VA statwon code”: [NA Select ¥ if va Station Code Not Apphicable

Vwfy Dita : Click to verify values provided above before proceeding.

Enter only numbers — no dashes or spaces

Enter only one identifier and check “N/A” for other
identifiers

If your data does not verify, contact NHSN

If you do not have any of the listed identifiers, contact
NHSN (NOTE: If you used a CDC-assigned ID at
registration, you can use the same number here.)

After data verifies, enter data from the Facility Survey
and submit.

Select the [Verify Data] button after entry of information. Contact NHSN if the data
entered does not verify.

Department of Health and Human Services

Centers for Disease Control and Prevention

NHSN - National Healthcare Safety Network

Leave Enroll Facility Enrollment

Mandatory fields marked with * Print PDF Form
Tracking #

Facility Information

Facility namea™:
Address, line 1%:
Address, line 2:
Address, line 3:
City *:
County™:
State™: b
Zip Code *:
Main telephone number™:

For each identifier listed below, enter the number / code, or check Not Applicable if your facility does not have
that identifier

AHA 1D*: Select [] if AHA ID Not Applicable
CMS ID™: Select [ if CMS ID Not Applicable
VA station code™: Select [ if vA Station Code Not Applicable

Ilck to verify values provided above before proceeding.

Section 2: NHSN Registration and Enroliment Page 19



Department of Health and Human Services

Centers for Disease Control and Prevention

NHSN - Matiomal Mealthcare Safety Network

Leave Encoll Facility Enroliment
@ The data provided has been verified.

Mandatory fields marked with pant PDF Form
Tracking = 11112

Facility Information

Facility name*: Test Facility
Address, line 17: 123 Test Street
Address, line 2
Address, line 3
Gity *: Test City
State®: IA - lowa
County™: Polk
Zip Code *: 50266 -
Main telephone number™: 555-222-2222

For each identifier listed below, enter the number / code, or check Not £ faciitud t have that identifiec
AHA 10": N/A
CMS HCFA 1D (not NPI)“: N/A

VA station code": N/A Complet_e the afiditional fields displayed
Envoliment number™: 1111 below this section. ot Applicable.”

Facility's Object Identifier (OID) for COA
Object Identifier:

Complete the additional information required on the Facility Enrollment form and select
the [Submit] button.

Facility Type * he

NHSN Components

Indicate which component(s) the facility will use initially *
[ Patient Safety Component
[ Healthcare Personnel Safety Component

[ Biovigilance
NHSN Facility Administrator

Frstname*:[ |

Middle name: | |

Lastrame™:[ |
=2

55}  click to copy mailing address from the facility given above

address, fne 1%:[ ]
Address, line2:[ ]
Address, fine3:[ ]
ews ]
State*: | v
zipcode:[  |-[ |
phone*:| | ew| |
L
Pager |
gmars ]
user*:[ ] Upto3zletters or digits

Select the [PS Facility Survey] button located at the bottom of the page to display
required survey fields that must be completed.

Required survey(s)

As part of the enroliment process, please provide the data requested for the following swurvey(s). Chck on the button to the survey and complete it. When you are
finished, you will return to this page to complete the ensollment process.

e HospitalQuality Alliance e e — 3]
e Hospital InpatientQuality Reporting Program _————
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Enter all of the information from paper survey form in the online version and select the

[Submit] button. (See bottom of page 16 for the paper forms.)

Facility Type * OGS GEN - Gaseral Mospeal moedng Acte Timemas 3es Teachng =

NHSN Components
INACate whch Companent(s) the ackty wil Gte metally
B Patent Safety Companent
[0 searncare Pempanne Sa%aty Component

[ Sovagiance
NHSN Facility Administrator

Fest faww
tacde fave
Last name
Tt
m Chch 10 Copy Malng adaress Nom the L3ty gven above
Addeuns, W 17
Addess, ne 2
Addrenn, Woe 3

Oty *

State -

Do Code™
hone st
Tar
Pager
ormad
User 1D~

Up 16 32 Setters or Sots

NHSN Patient Safety Contact Person

IRt BN The 8N Fatant Safety CONtact gernon & redure? 2t labeind Below ce the Fatent Safety

m O 1o Copy wiormaton from Se Pomary System Adranatrator sbove
Fost namw
MiSe e
Last Navw
T
u Clck to copy malng adawes Som the lackty pven stove
200ens, e 1*
Addrews, e 2
Addrens. e 3

Cty

Sate -

Do Code™
Phore et
o
Pager
Comad”

Microbiology Laboratory Director/Supervisor

u Chin To Copry @Awmatns Hom The Pamary Systes ZOve ity stor sbove
Fst name ™
WMaSBe favw
Last name
T
u Chin 10 Copy Mmalng sddress Nom e Hackty gven sbove
Addrees, ow §
ASSess, e 2
Addess, o 3

Oty

State” -

Io Cade

Comparant was selecied sboee
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Upon completion of the online enroliment, a message displays indicating the enrollment
for the hospital has been completed.

Department of Health and Human Services
Centers for Disease Control and Prevention

NHSN - National Healthcare Safety Network

Leave Enrol Enroll Facility

& The enrollment for facility 'Test Facility' with tracking number 11112 has been completed. The Facility Administrator
will receive an email with further instructions.

Please Select Desired Option

Access and print required forms

Enroll a facility

« | Get Adobe Acrobat Reader for PDF files

The hospital will receive an email containing a link to the Agreement to Participate and
Consent document (review the “Tips” below before proceeding).

‘15_9 H9 0 2+ s - x
a -
Message Insert Options Farmat Text L2}
From: Secure Data Network [mailto:phintech@cdc.gov Sent:  Tue 11,9/2010 2:55 PM
To: Dog, John
ce
Subject:  NHSN fadility enrollment submitted
i
The following facility has been submitted for enrollment in the NHSN: -
Facilitv Name: Test 2
Tracking Number: 11112
NHSN Facility Administrator: JDOE@TEST ORG
The NHSN Facility Administrator has 30 davs to access the Agreement to Participate and Consent form at the following URL:
https:/sdn7.cdc.gov/enapp/enrollment. do?method=displavAgreement&trackinenum=11112 =
If this URL appears to be broken, please tvpe the link on vour browser address line. The complete address including trackingnum=sxxxxx
must be included in order to access the form
Once the form has been accessed. the CDC system administrator must receive the original. signed copy of the Consent Form within 60
davs or enrollment will be suspended. Mail the form to: NHSN Administrator. MS A-24. Centers for Disease Control and Prevention. 1600
Clifton Rd, NE, Artlanta, GA 30333,
If you have questions about NHSN, please contact us at nhsn@cde.gov. For information on the NHSN, please visit the member's web site L
at http:/www . cde govnhsn. -

TIP: Should you encounter issues accessing the Agreement to Participate and
Consent using the link provided in the email, follow the below steps.

e Loginto SDN at, https://sdn.cdc.gov, with the user’s challenge phrase.

o Copy and paste the link provided in the email into the web browser and
select the [enter] key on the keyboard.

A The complete URL address including tracking number must be
included in order to access the form.
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Step 5. Print Sign and Return Signed Consent Form to CDC

Step 5. Print, Sign and Return Signed Consent Form to CDC

Read and print the Agreement to Participate and Consent document and obtain the
required signatures. At a minimum, signatures of the Patient Safety Primary Contact
and a member of the hospital’s chief executive leadership are required.

Agreement to Participate and Consent

L

Pagetofd

NN

Agreement to Participate and Consent _—

Agreement to Participate and Consent

0|

Pagedold

Tracking # 112222
The National Healtheare Safety Network (NHSN), conducted by the Centers for Disease Control and

Healthcare faciities may participate in NHSN for one of two reasons: (1) voluntanly, 1., on their own
initiative and fr their own purposes or (2) as a result of a state or federal mandatory reporting
requirement, Depending on the apphcable state or federal mandatory reporting requirements, data
provided by healthcare facilities to KHSN may be made accessible to state and/or federal agencies, or
any other entity as proscribed by such requicements. In the absence of a state mandatory reporting
requirement, NHSN patient safety component and healthcare personnel safety component data
provided by healthcare facilities to NHSN will be made accessible or provided to a state agency at the
request of that agency for surveillance and prevention purposes. These data disclosures to a state
agency will be made to the extent permissible by federal law.

Purposes of NHSN

The purposes of NHSN are to:

. Collect data from a sample of healthcare facilities in the United States to permit valid
estimation of the magntude of adverse events smang patients and healthcare personnel.

. Collect data from a sample of healthcare facilities in the United States to permit valid
estimation of the adherence to practices known to be associated with prevention of these
adverse events,

. Analyze and report collected data to permit recognition of trends,

. Provide facilities with nsk-adjusted metrics that can be used for inter-facility comparisons and
local quality improvement activities,

. Assist facilibes in developing surveillance and analysis methods that permit timely recognition
of patient and healthcare worker safety problems and prompt intervention with appropriate
measures,

. Conduct collsborative rasearch studies with NHSN member facilibes (e.g., describe the

demiology of emerging healths d infection [HAI] and pathogens, assess the

importance of potential nsk factors, further characterize HAI pathogens and their mechanisms
of rezstance, and evaluate sliternative survelllance and prevantion strategies).

. Comply with legal requirements = including but not limited to state or federal faws,
regulations, or other requirements - for mandatory reporting of healthcare facility-specific
adverse event, prevention practice adherence, and other public health data.

. Enable healthcare facilities to report HAT and prevention practice adherence data via NHSN to
the U.S. Center for Medicare and Medicaid Services (CMS) in fulfillment of CMS's quality
measurement reporting requirements for those data,

. Provide state departments of health with information that identifies the healtheare facilities in
their state that participate in NHSN.

. Provide to state agencies, at their request, faciity-specific, NHSN patient safety component
and healtheare personnel safety component adverse event and prevention practice adherence

Prevention (COC), collects nabonal data on healthcare-aszociatad sdverse events and their sk factors.

Eligibil
.
.

ity Criteria (cont.)

Comply with secure access control requirements of the system,

8 willing to follow the selected NHSN companent protocols exactly and report complete and
accurate data in a imely manner during months when reporting data for use by COC,

Be willing to share such dats with CDC for the purposes stated above,

Be able to provide written consent for participation in NHSN by & member of the faciity's chvel
executive leadership (e.9., Chef Executive Officer).

Data Collection and Reporting Requirements for Participation
Once accepted into NHSN, each facikty must:

Use the NHSN Intemnet-based data entry iterface and/or data import tools for reporting data
to COC.

Successhully complete an annual survey for each component selected,

Successfully complete one or more modules of the component selected, Successful completion
requies the following:

+ For the wlacted compenant, submt » reparting plan aach month to infarm COC which, #
any, of the modubes will be used for that month. Data for at least one module must be
submitted for » minimum of 6 months of the calendar year to maintain active status with
the exception of the Biovigiance component's Hemoviglance module, Users must submit
data for the antee yaar to maintain active status,

o Adhore to the selected modulu's protocol(s) exactly as duscribed in the NHSN Manals
during the months when one or mors NHSN modules are used, This includes using
survellance methodology appropriate for the module 3nd as descrided inthe protocol.

. Report advesse events/expasures and appropriate summary or denominator data as
requied for the module{s) indicated on the reporting plan to COC within 30 days of the
nd of the manth.

+ For these months whan the Heathcars Workar Exposure modul is followad and no
expasures are reported, confim that nens occurred,

©  Pass quality control acceptance checks that assess the data for completeness and
Acuny,

INHSN faciises must agree to report to state health authorities those adverse event outbreaks
that are identified in their facility by the surveillance system and about which they are
contacted by COC,

Failuree to comply with these requirements will result in withdrawal from NHSN, Such fackties
will be offered the apportunity to download their data before being wkthdrawn. Six months
after withdrawal, a facility may apply for re-envoliment into NHSN,

‘There iz no fee for participation in NHSN.

Assurance of Confidentiality
The voluntarily provided information cbtained in this survedlance system that would permit

data for surveillance, prevention, or mandatory public reporting.

Eligibility Criteria
Facilties participating in NNSN must meet the following critenia:

Be a bona fide healthcare facility in the United States, .., be listed in or sssociated with 8
facility that is listed in one of the following national databases: American Hospital Association
(AHA); Centers for Medicare and Medicaid Services (CMS); or Veteran's Affairs (VA).

Have email addresses for NHSN users and high-speed Internet connections on the computers
they will use to access NHSN,

Contiond >>

\dentfication of any individual or institution is collected with a guarantee that & will be held in strict
confidence, will be used only for the purposes stated, and will not otherwise be disclosed or released
without the consent of the indwvidual, o the institution in accordance with Sections 304, 306 and
308(d) of the Public Meakth Service Act (42 USC 242b, 242k, and 242m(d)).

Continowd >>

“Requend f partipatig i Comperast  Consent
*hauired

Primary Contact(s)

A the Primary Contact(s), Uwe consent to follow exactly the selected protocels and report complete
a0d accurate data in 3 timely manner in order to maintain active status in NHSN.

Tracking ¢ 412222

NHSN Patient Safety Primary Contact Person

Name: b9 Doe

Title:

“Signature: “Date:

NHSN Healthcare Personnel Safety Primary Contact Person

Name:
(1 Offsent o Pt Salety Py Cantnd)

Title:

ASignature: “Date:

NHSN Biovigilance Primary Contact Person

Name:

Title:

ASignature: ADate:

Official Authorized to Bind this Facility To The Terms of This Agreement (¢,5,, COO/CEO/CFO)
As an official authorized to bind the faclity specified below, | warrant that I have read and that |
understand the terms of this sgreement, including the updated purposes of NHSN, and hereby
consent to allow the faciity to parteipate in NHSN, 1 understand that the new NHSN purposes and
data dischosures will begin with data entered no earker than January 1, 2011,

*Name:

*Title:

*Signature: *Date:.
Faclity Name: Test Faciity
Main Facility Telephane Number: 555-222-2222
Street Address:

City: State: e

Pt sign and fax 1 NHSN Aduwsraio o1 404.929-0131, o mal ariinalto NEISN Adaisittrotor, M5 A4, Centers ot Disense
NE, Attaa, GA 10300

o your records

oo

Hospitals must complete, sign and return the NHSN Agreement to Participate and
Consent document to authorize CDC to release the hospital level CLABSI measure data
to CMS for posting on Hospital Compare.

Fax the signed document to CDC, attention NHSN Administrator at 404-929-0131, or
mail original signed document within 60 days to:

NHSN Administrator

MS A-24, Centers for Disease Control and Prevention

1600 Clifton Road, NE
Atlanta, GA 30333
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CDC will activate the registration and email the hospital that the NHSN Reporting tool
may be accessed. CDC estimates that this step could take 1-2 weeks. Once the
hospital receives the email, the hospital has been approved by NHSN.

;KE-, H9 0+ s NHSN enrollment approved - Message (Plain Text) _ = x
Message  Inset  Options  FormatText @

Extra line breaks in this message were removed.

Fram: Secure Data Network [mailto:phintech@cdc.gov] Sent: Wed 11/10/2010 8:54 AM
To: Doe, John
Cc
Subject: NHSN enroliment approved
&
To: NHSN Facility Administrator H

From: NHSH
Date: 11/82/2818
Subject: NHSN enrollment approved

Your facility or group has been approved as a new member of NHSN. Welcome!

Facility MWame: Test Facility Facility ID #: 11111. As the Facility Administrator, you will now need to access
the NHSN application through the SDN by selecting the NHSN Reporting activity. Once in the NHSH application,
your first task should be to add those individuals who need to use the application ("users"). Once you add a
user, that person will receive an email prompting her/him to obtain a digital certificate. If you have any
questions about NHSN, please contact us at nhsn@cdc.gov or http://www.cdc.gov/nhsn.

Request Additional Activities

The hospital can now add the SDN activity called “NHSN Reporting”.
1. Access SDN at: https://sdn.cdc.gov.

2. Select the “Request Additional Activities” link under the “My Applications”
header.

_ Public Health Partn

[You are logged in as John Doe Partners Home | My Preferences | Help | Logou]
My Applications Emerging Infectious Diseases Journal
National Healthcare Safety Network (NHSN) Current issue Volume 16_Mumber 11-November 2010
* MHSM Enrollment Topics include pregnancy and emerging infections: avian influenza: MRSA; chikungunya virus: recurrent TB
*CRequest Additional Activities _MORE )
 ——
Electronic Reference Preventing Chronic Disease Journal

2010
Volume 7: Issue 6
ISSN: 1545-1151

Select a database and search term to locate
journals

Database: | PubMed b

FOCUS — MOBILIZING ACTION TOWARD COMMUNITY HEALTH (MATCH)

Search for: l:l * Kindig on observations and recommendations from the MATCH expert meeting
* Shortell on challenges and opportunities for population health partnerships
* Kindig on partnerships to improve community health (podcast interview)

MORE &)

Section 2: NHSN Registration and Enroliment Page 24


https://sdn.cdc.gov/

e HospitalQua]ity A[I]ance = ————— ]

pm—————————— e —————————] Hospita| |npatientQua|ity Repomng Program ]

3. Select “National Healthcare Safety Network (NHSN)” from the “Pick a
Program” drop-down list and select the [List Activities] button.

CDC - Public Health Partners

'You are logged in as John Doe

Request Additional Activities

Pick a Program

MD Starnet -
MIRIAD _I
MNational Birth Defects Prevention Study

Mational Death Index

N alignstestrmerr e S —

“National Healthcare Safety Network (NHSN)

N SO Sreheeitg i giay J
NEPHTM

NETSS

Mutrition

MNVSN

OCAS

COrgan Transplant Infection Prevention

Out-Patient Population Surveillance

Outbreak j

4. Highlight “NHSN Reporting” in the “Approved Activities” box and select the
[Add] button to move the “NHSN Reporting” option to the “Requested
Activities” box.

CDC_ Public Health Partners

You are logged in as John Doe Partners

Request Additional Activities

Pick a Program _

National Health Interview Survey |
National Healthcare Safety Network (NHS!
National Select Agent Registry —
NEPHTN
INETSS =
List Activities

Select Activities for: National Healthcare Safety Network (NHSN)

____ Approved Activities i Requested Activities
NHSN Enroliment
q EHSN Reporting >y

Available Activities Selected Activities
NHSN Upload [

Remove

Request Activities
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5. Select “NHSN Reporting” in the “Requested Activities” box and select the
[Request Activities] button to notify SDN of the request.

. Public Health Partners

'You are logged in as John Doe

Request Additional Activities

Pick a Program

Mational Health Interview Survey -
National Healthcare Safety Network (NHSI

Mational Select Agent Registry L)
NEPHTN

NETSS |

List Activities

Select Activities for: National Healthcare Safety Network (NHSN)

Approved Activities Requested Activities
MNHSM Enrollment MNHSN Reparting

~—

Available Activities Selected Activities
NHSN Upload Add

Remove

Request Activities

SDN, phintech@cdc.gov, generates an email with the subject line, “National Healthcare
Safety Network (NHSN) Program Activities Request Processed”. The email reads as
follows:

fﬁj H9 0+« s - = x

- Message Insert Options Format Text '@
Extra line breaks in this message were removed.

From: Secure Data Network [mailto:phintech@cdcgov Sent: Wed 11/10/2010 8:34 AM

To: Doe, John

Ca

Subject: Mational Healthcare Safety Metwork (NHSN) Program Activities Request Processed

Your request for additional SDN activities has been processed as indicated below. If you have any questions, or .
would like additional information please contact the processing administrator identified for your request or
SDN Support.

Reguested: NHSN Reporting

Approved: NHSN Enrollment, NHSN Reporting

Processed by: Jane Doe at abcficdc.gov or 4444333334

The email notification is the hospital’s indication that access has been approved for the
requested NHSN reporting activity. This allows the hospital’s NHSN Facility
Administrator to begin reporting data.
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6. Verify at, https://sdn.cdc.gov, that the “NHSN Reporting” link under the “My
Applications” header is available.

CDC| Public Health Partners search coc.gov: [N (=

'You are logged in asJohn Doe Pariners Home | My Preferences | Help | Logout

My Applications Emerging Infectious Diseases Journal
Mational Healthcare Safsty Network (NHSM) Current issue Volume 16. Number 11-MNovember 2010

il = Taopics include pregnancy and emerging infections: avian influenza: MRSA: chikungunya virus: recurrent TB

MHSN Reparing
MORE )
> Reguest Additional Activities
. P ing Chronic Di: Journal
Electronic Reference
2010
Select a database and search term to locate Wolume 7. Issue 6
journals ISSN: 1545-1151
Database: | PubMed - FOCUS — MOBILIZING ACTION TOWARD COMMUNITY HEALTH (MATCH)
*  Kindig on ohservations and recommendations from the MATCH expert meeting

Search for: l:l * Shorell on challenges and opporunities far population health patnershins

»  Kindig on partnerships to improve community health (podcast interview)

MORE )

This completes registration and enroliment of the hospital. The NHSN Facility
Administrator for the hospital can begin reporting the required data to NHSN.

Additional users and groups along with user rights can be designated by the NHSN
Facility Administrator for the hospital.

Further educational materials on the instructions for designating users, groups and
rights will be provided in the future.

This material was prepared by IFMC, Hospital Inpatient Quality Reporting Program
Support Contractor, formerly known as RHQDAPU QIOSC, under contract with the
Centers for Medicare & Medicaid Services (CMS), an agency of the U.S. Department of
Health and Human Services.

9SoW-IA-HIQRP-11/10-128
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