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Goals

At the end of this presentation, participants will be able to:
e Describe the 5 step enrollment process for NHSN
e Describe the role of the Facility Administrator
e |dentify potential delays in the enrollment process
e Complete the NHSN facility enrollment process




ecommended Reading

* Facility Administrator: review document “Facility/Group
Administrator Rules of Behavior”
http://www.cdc.gov/nhsn/PDFs/FacAdminROB.pdf

e All users: review document “User Rules of Behavior”
http://www.cdc.gov/nhsn/PDFs/UserROB.pdf

* Review slide set “Patient Safety Component — Central Line-
associated Bloodstream Infection”
http://www.cdc.gov/nhsn/PDFs/slides/CLABSI.pdf

® NHSN Training and Enrollment Requirements for the
Hospital Inpatient Quality Reporting Program
http://www.cdc.gov/nhsn/cms-ipps-rule training.html

The 5 Step Enrollment Process
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Step 1a — Choose a Facility Administrator

® Can be an Infection Preventionist
e Does not have to be a manager or director
® The NHSN Facility Administrator:

e is the only person who can enroll a facility and complete
NHSN Enrollment.

e is the only person who can reassign the role of Facility
Administrator to another user.

e is responsible for initially adding users and assigning user
rights.

e is responsible for managing locations and patients across
components.

eép 1b — Review and Accept Rules of Behavior

e NHSN main page: http://www.cdc.gov/nhsn/
¢ Click on “Enroliment Requirements”
¢ Click on “Begin Enrollment”
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p 1b- Review and Accept Rules of Behavior

Begin Enrollment Process

Enrolling in NHSN is a multiple step process, outlined below, that is completed by the person
designated to serve as the Facility Administrator. The steps must be followed in the order listed to
ensure a successful enrollment.

The person designated as the NHSN Facility Administrator is the only person who can enroll a
facility in NHSN or reassign the role of Facility Administrator. This person will also have the ability to
nominate groups, that is, entities with which your hospital wants to share some/all of its data
(e.qg., state or county health department, corporate headquarters).

For complete detailed enrcllment instructions please download the

NHSN Facility Administrator Enrollment Guide %% [FDF - 1.16ME]
A step-by-step start-up guide for enrolling a facility in NHSN.
June 2009. .

Before attempting to enroll, as the Facility Administrator you must:

Review the following documents and fulfill training requirements:

s Purposes, Eligibility, Requirements and Confidentiality 5
April 2006.

& NHSN Facility Administrator Enrollment Guide " (PDF - 1
A step-by-step start-up guide for enrolling a facility in NHSN.
June 2009.

® NHSN Manual: Patient Safety Component Protocols

When you have completed the required trainings and read the above documents, you are
ready to enroll. Follow the steps below to complete the enrcliment process.

NOTE: Please make sure that your email system will not block emails from nhsn@cde.gov and
PHINTech@cde.gov before beginning enrofiment.

Click on link

Read the NHSN Rules of Behavior.
In order to participate in the NHSN, you must read and agree to abide by the following rules
of behavior for safeguarding the system’s security.

2. Register your facility in the NHSN.
After agreeing to the Rules of Behavior, you will be taken to the NHSN Registration page.

rvices

ntrol and Prevention

National Healthcare Safety Network (NHSN)

Facility/Group A ini Rules of Beh:

In arder to participate in the NHSN |, you must read and agree to abide by the fallowing rules of

behavior for safequarding the system’s secuity. Scrall through the docurment below and click on
Agree or Co Mot Agree button. To print & copy of the rules, click on the Print tutton.

NHEN, a sureillance systern of the Centers for Disease Gontral and Prevention ‘CDCY, allows
participatng healthcare facilities to enter date associated with healthcare safety, such as B
surgical site infections, antimicrobial use and resistance, bloodstream infections, dialysis
ncidents and healthcare worker vaccinaions. NHSMN prowdes analysis tools thal generate

reports using the agoregated data (reports about infection rates, national and local

comparisons, efc). NHSM also provides links to best practices, guidelines, and lessons

learned.

MNHSM processes and slores a variety of sensitive data that are provided by healthcare
facilities. Thig information requires protection from unauthorized access, disclosure, or
modificaton based on confidentiality, intearity, and availability requirements. These "Rules of
Behavior' apply to all users ofthe NHSMN web-based computer systam,

Purpose

v
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Scroll down to read through the text in gray box.
Then click “agree” to go to Step 2.




Register

National Healiheare Safety Network (NHSN)

Reglstration Form ® Enter the required information

Plesse enter the valuzs far the fislds listed below and click on the Save button. {) indicstes a reguired field.

For additiunal information on NHZN Trairing, please visil the o Voumisticathe same email
address through the entire
enrollment process

"Last name:

*First name:

¢ Allow nhsn@cdc.gov and

il e PHINTech@cdc.gov to come
FacLn through your organization’s email
spam blockers

— Facility Ientifier
ey e ® Make sure “*.cdc.gov” is listed as a
WEID G AHAID O v tatien Code © trusted site in your browser and
eoc Ragistration 10 O Hona O pop-ups are allowed

*selected identifier ID:

® The 6 digit CMS ID is recommended

[ S Tran for Facility Identifier
™| cartify that | have completad all of tha appropriate,
raquired NS traininas on: = ® Enter the date NHSN training was
completed and click “Save”
.
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tep 2 — Done!
* Within 72 hours, you should receive an email from NHSN
with the website and password needed to apply for a
digital certificate (Step 3)
Ueleowe! Tou are nov registered in the National Healtheare Safety
Network [NESM).
In order to hegin the NHSN enrollwent process, you will need to dhtain
and install & digital certificate Jnto your camputer,
Follow the instructions in the docwment "NHEN Facility Administrator
Enrollvent Guide” beginning at Step 3, to obtain and install the
digital certificate a0 that you will be eble to aceess the JISN
gpplication through CDCYs Secure Data Network [SDN). This dovment can
be accessed at: http:/ /o, cde,gov/ ncidod/ dhap/nhan docents, htwl |
A ;@m the Centers for Disease Contral and Preventlon _fﬁ\lm 1
| ..'\n"ﬁ\w o




P

: Digita

A digital certificate provides an electronic means

of proving your identity to securely conduct
business with NHSN.
e Data sent to NHSN is encrypted so that
only NHSN can read it
e Provides assurance to NHSN that the data
has not been changed in transit

o Certifies that the certificate owner actually

sent the transmission

Digital Certificates:

e User specific — Do not share your digital
certificate with another user! Each user
must have their own digital certificate.

e Installed on your computer

¢ If you enroll more than one hospital, you
only need one digital certificate

e Make a copy as soon as it is installed

e Can be installed on additional computers
e CDC pays for the digital certificate

¢ Digital certificates expire 12 months from

the date of installation. You must apply for

a new digital certificate each year. NHSN
will notify you 30 days before your digital

certificate expires.

Certific
(DC g

SATR (HEALTWER | PEOPLE

SDN Support

[ Health Togics A-Z

enters for Disease Control and Prevention - Digital ID Enrollment

800-532-0920
770-454-4863
phintach@eds.ov

“his iz & U5, Govarnrrent computer system which may be sccessad and used only for offidial govemment busin
by suthorzed pesonnal. Unautharized scceis or use ay subject volators t crminal duil, and/or sdinistratiy
sction There is ro rightto crivacy on this system, All irformation an this sorrputer syster may be meritored,
intarcepted, recaded, read, conied, znd shared by authorized prsonnelfor ofida purposes nclucing aimingl
inveskgations. Accazs ot uze of this zyotam, whather suthorized or unsuthorized, anstiutes sonzent toheze te

il 13, US.C.)

Enter Enrollment Password

Please enter the password for ¢DC's Diuital 1D Services
and click Accept.

poswort ||

{

Enter the password you received in

the email (Step 2)
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/STE'p/3: Digital Certificate Application

Step 1: Enter Personal Information

Teems with (*) are recuired.

Review Email Address

Prefix l:l Preferred Name l:l
* irstName viddetame [ ]
* Email Address |psnede gov €DC User ID
(where applicable)
*
Enplorer omar
* Employer Type ‘CDC, all campuses V\
*30b Type
Work Address * 1.5, State
(130 characters (vequired for US)
maximum;
U.S. County |Pick a Courty v
* City |Atanta * Zip Code
* Country ‘Umted States V‘
* Alternate Contact :
* Name * Phone [404-639-4050

g

Your emal address must be correct bo recedve your Dighal ID.
Is this your correct emaill address?

12




Step 2: Select A Program

Select the program whose activities you want to join.

Mational Health Interview Surve

ep 3: Digital Certificate Application

Step 4: Choose a Challenge Phrase

The challenge phrase is a passworc or parase that you will reed <o provide every time you
access the COC Secure Data Network, and is also required to revoke your Digital ID.

For security reasons, a challenge phrase must:

Do ot loast 8 charactarc

Step 3: Select Activities

Select one or more National Healthcare Safety Network (NHSN) activities from the list.

NHSH Enrollment
HHSN Reporing

(36 i)

+ Contain cnly English letters, numbzrs or any of these characters:
IR

+ Contain &t least onz non-alphabetic character,

+ Not contzin your nzme cr any part of your email address.

» Not be a word, unless the werd is either

« Broken up by one or more non-alphabetiz characters
« prefixad or sufficed by three or more nor-alphabetic characters

+ Not contzin more than two ccnsecitive repeating characters.
» Contain zt least 4 uniqua characters.

Challenge shrases are case sensitive, 5¢ be sure to remember if any letters are capitalized.
While not required, a challenge phrase containing mixed case latters is more secure, and we
invite you to consider using one.

More informafian and Examples.

| 4 >Cnallenge Phrase

14

Challenge Phrase is your password to log on and access

NHSN. Do not forget! Must be case-sensitive and meet
the criteria listed above.

13

— Digital Certificate Application

Application for Digital Certificate is
complete!

Within 72 hours you will receive an
email with a link and instructions to
download the digital certificate.

Digital Certificate Request Received

Your request for a digital certificate has been
received.

You wil recelve an e-mall when your request is
approved, whish indudes instructions for instaling
your digital certificate.

Please note that processig time may vary,
depending upon the nature of the enrolment
request. If you do not receive an e-mal notification
within 72 hours, you may inquire about the status
of your request by contacting the program
admiristrator,

14




P 3 —Insta

installation.

Click on the email link to download the
Digital Certificate.

Reminders about Digital Certificates:

e Each user must have their own digital

certificate

e If two NHSN users share the same
computer, both will need digital
certificates installed on the same
computer

e Can be installed on additional
computers

¢ If you enroll multiple facilities, you only

need one digital certificate

e Make a backup copy of the Digital
Certificate.

e Must apply for a new digital certificate

every year. NHSN will notify you 30
days before your digital certificate
expires.

ling

Contact your IT department for help with

IS ertiticate

Your request for a CDC digital certificate has been
approved. The next step is the installation of your
digital certificate. Your computer settings may be
different from other computers. These differences
may make installing your digital certificate more
difficult than we would like. We are working to
make this process easier.

We recommend that your IT Specialist install the
digital certificate for you. We have provided
instructions for the IT Specialist at

Help is
available!

https://ca.cdc.gov/sdncode/sdnapp/doc/DigitialCerti
ficateInstallation.html.

After reviewing these instructions, your I
Specialist can begin the process of installing your
digital certificate by going to your installation
link.

Digital Certificate Installation Link:

https://ca.cdc.gov/sdncode/sdnapp/serlet/CertServlie
t?usertoken=xxxxxx

. If you do not have an IT Specialist or need further
Help is \| information, contact CDC SDN Support:
. e-mail: phintech@cdc. gov
available! / telephone: 1-800-532-9929 and select option 1
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Step 4: Complete Online Enroliment
CDC| Public Health Partners

* After your digital
certificate has been
successfully installed,
goto
https://sdn.cdc.gov

* Enter your challenge
phrase (created when
you applied for digital
certificate)

* After you are logged
in, click on “NHSN
Enrollment”

You are logged in as Maggie Dudeck

My Applications Morbidity and Mortality Weekly
MNational Healthcare Safety Network (NHSN) This Week in MHWR love:

biHSH Entolimen ‘_ :

' GrealAmen

' BeguestAddfional Actiities

Electronic Reference

Select a database and search term to locate
joumals

Database: | PubMed v

Soarch |

16




: Complete Online

Department of Health and Human Services

Centers for Disease Control and Prevention

NHSN - National Healthcare Safety Network

Start

Leave Enroll Enroll Facility
Please Select Desired Option

Access and print required enrollment forms

Enroll a facility

If you have not completed these forms, obtain the
forms now and complete them before proceeding

® This link takes you to the Facility Contact Form and the Annual Facility
Survey Form (use the Patient Safety Component Annual Survey).

® Print these forms and gather the information you need before entering

the information into the NHSN online forms.

¢ If you have already completed these forms, skip to online entry.

Step 4: Complete Online Enrollment

Print and fill out both pages of the “Facility Contact Form”

¢ Under “NHSN Components” BN

Facility Contact Information
e tor2

select “Patient Safety
Component”.

Fill in the Facility
Administrator contact info
under Patient Safety.

Fill in contact info for
Microbiology Laboratory.
Form available here:

http://www.cdc.gov/nhsn/f
orms/57.101 FacConlnf BL

ANK.pdf




€p 4: Complete Online Enrollment

Print and fill out both pages of the “Patient Safety Component — Annual
Facility Survey”

.L‘!.‘@i I;;ﬂefr!t Safety Component — Annual Facility Survey

® You will need information
from previous year such
as number of patient days
and number of
admissions.

® You will also need number
of beds and information
from your microbiology
laboratory regarding
susceptibility testing.

® Form available on NHSN
website only.

19

Step 4: Complete Online Enrollment

Print and fill out both pages of the “Patient Safety Component — Annual
Facility SurVey" . . pyye— e Lt prshded by Sawtiedals Hastthaarn

Alert!

* Page 2 of the
“Annual Facility
Survey” requires
detailed information
from your
microbiology
department.

20

10



“Step 4: Complete Online Enrollment

CDC Department of Heakth and Human Senvices
oL enters for Discase Control and Prevention

SN - National Healthcare Safety Netwark

Star

Leave Ennl

Click here to _
A Enral & faclizy
enter info

Please Select Desired Option

Accass anc pint requied envo ment forms

After you have
filled out your
facility contact
and annual
survey forms on
printed copies

21

* For Facility Identifier,
enter only numbers —
no dashes or spaces.

* Enter only 1 identifier
and check NA for the
others.

* After the data
verifies, enter data
from the Facility
Survey and submit.

* |f your data does not
verify, contact NHSN.

Depanment of Health and Human Services

Centers for Disease Control and Prevention

D ——

Mandatory fields marked vith
Tracking =

Facility Information

Facility Enroliment

Print POF Fomm

Address, line 1%;
Address, ine 2:
Address, ine 3;

Gty *:
County*:
State™;
Zip Code ™

Main telephone number™:

For each identifier Istad below, enter tha number / code, or check Not Applicable if your faciiity doas not have

that identifier
AHATD™:
cMs 10

VA station code”:

Select [ if AHA ID Not Applicable

Select [ if CMS I Not Applicable

select [ if VA Station Code Not Applic:ble

VerfyDa | Click to verify values provided above before proceeding.

22
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Step 4 — Done!

® Once enrollment
information is completed
and submitted online, you
will receive an email to
access the “Agreement to
Participate and Consent”
form.

® This form must be
accessed within 30 days.

From: NHSN
To: NESN Facility Mdsinista
Sant:

Subject: NESN facility enrollnent submitted

The following £ac1lity has been submitted for encollment in the NHIN:

Faziliy Name: DHGP Memanal Hospdal
Tracking Musber: 10000

KHIN Facility Admimiscrator:

The NESN Facility Adsinistrator has 30 days to access the Agresment to
Farticipate asd Comsest fom at the following URL:

brtpy//server/enapp/enrol lmant, doimechod=displaghgresment 1]

If this URL mppears to be brokes, pleass type che link on your browser
address line, The complete address 1noluding trackingnis=ixuicy must be
tncluded in order to access the form.

Once the form has been accessed, the CDC system administrator Bust recelve
the original, signed copy of the Consent Form within 60 days or enrollment
will be suspended. Mail the form to: NHSH Administcator, NS A-24, Centecs
for Disease Control asd Prevention, 600 Cliftos Rd, NE, Atlanta, GL 30333,

If you have questions about NHSH, please contact us at nhenfede.gov or 800-
on the NESN, please visit the memher’s webaite ac

23

p 5 — Agreement to Participate
and Consent Form

BN __ Ajregment to Participate and Consent _ »iiner|
* This form must be printed. — I
* Signature of corporate level | ForFacility | fm==shssee= preisd

ofﬂcial requn’ed. Administrat > :‘:::m""n-wmm"mm"m"

info i.e.
* Send copy with ORIGINAL | *you * [ oo

SIGNATURES to NHSN via US
Mail (can be sent via
overnight mail).

o

Wi
0 SVean far bt ot e s

“Tie:
“Shnsuee: “pae:

NHSN Biovigilance Aimary Gatact Aersan

® Printed signed copy must be -
received by NHSN within 60 [ Forceo or e o
days. COO info. Ofice Autno cea T lae Thiraciiy To Th T a0 Tl Ag e et v ool
. Must h e e .
© NHSN will return any form h‘i';h ot LN
that is not completed G >, : —
correctly. official 1 — -
® Print and save a copy for Sishnatwe Biyiiaitit—
your files. e 2;350
- . o

Ficus: wenare comn. i e s rcerd ekl el

s om

24
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Step 5 — Done!

e NHSN will activate your
facility when the
Agreement and Consent
form is received, and
send you an enrollment
approval email

Notes from personal experience:

Print and keep copies of all NHSN
emails, completed forms, etc for
future reference.

To: NHSN Facility Administrator
From: NHSN

Date;

Subject: NHSN enrollment approved

Facility Name:
Facilicy ID fi:

As the Facility Adwinistrator, you will now need to access the NHSN
through the SON (htups://sdn.cde.gov) by selecting the NHSN Reporting
activity. Once in the NHSN, your first task should be to add chose
individuals vho need to use the NHSN (“users’) in the Users section of
the navigation bar. Add locations and surgeons frow the navigation bar
under the heading Facility,

Once you add a user, that person will receive an ewail prompting
her/him to obtain & digital certificate. It is important that you
verify the email address and inform the user to use the same address
vhen applying for their digital certificate,

It you have any questions about NHSN, please contact us at 800-893-0485
or nhanfede,gov, Information on NHSN iz also available on the members’

veb site at https://wew,cde, gov/neidod/dhqp/nhan mexbers, htnl
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Step 1

Choose a

Facility Step 2
Administrator
. Register
Review and
accept Rules

of Behavior

Notes from personal experience:

If you haven’t received email in response to
registration, check your junk email folder.
Allow nhsn@cdc.gov and
PHINTech@cdc.gov to come through spam
blockers. Allow “*.cdc.gov” as a trusted site
in your browser.

Plan ahead and allow yourself enough
time. Do not procrastinate!

Contact NHSN if you have questions. They
are very helpful by email or phone!
http://www.cdc.gov/nhsn/contact.html

Step 3
Digital
Certificate
application
and
installation

Delay Alert!

IT usually installs
the digital
certificate,

Allow extra time for
i

Must obtain a new
digital certificate
each year.

Step 4

Complete Online
Enrollment
Forms: “Facility
Contact Form”
and “Annual
Facility Survey”

Delay Alert!

Data needed:
= CMSID, AHA ID, or VA
Station Code

Numbers of beds
Annual patientdays
Annual admissions
Microbiology lab-info

including susceptibility
testing info

Step 5

Fill out and
mail
“Agreement to
Participate and
Consent Form”
to NHSN

Delay Alert!

Must have a high level

corporate official signature |

such as CEO or COO.

Chain of command delay

Original signed copy must be
sent to NHSN via US mail.
NHSN will return any form

that is not completed
correctly.

Possible delays due to NHSN.
being overwhelmed?

13



Enrollment is complete!

The Facility Administrator
can now:

® Access NHSN reporting
through the secure
website.

* Add users

® Assign the role of Facility
Administrator to another
user

* Set up facility for
reporting in NHSN

27

Breathe....Relax

28
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