
Part II - Basics for Healthcare 
Providers



What is HIPAA?

Knock Knock!

HIPAA!

I can’t tell you that.

Who’s 
There?

HIPAA 
who?

This is how most people feel about HIPAA!



HIPAA

Health Insurance Portability and Accountability 
Act of 1996

 Generally, HIPAA applies to “Covered Entities”
• Health plans
• Healthcare clearinghouses
• Healthcare providers that transmit any 

health information in electronic or other 
form in a transaction covered by HIPAA

• Business Associates of Covered Entities*



HIPAA does NOT apply to:

 Those who are not “covered entities”; 
such as:

• Life insurers
• Employers
• Workers’ compensation carriers
• Most schools and school districts
• Many state agencies (ex. DCS/CPS)
• Most law enforcement agencies



Main HIPAA Regulations
1) Standards related to the electronic transmission of 

healthcare information
• Electronic transaction sets
• Code sets
• Unique identifiers 

2) Procedures used to ensure the security and privacy 
of health information
• Security of electronically stored data
• Patient healthcare information privacy

These two standards establish the floor of privacy 
protection for individuals



The Privacy Rule in Arizona 

Follows the HIPAA established standards and 
requirements
 Gives patients control of their records
 Set limits on use and disclosure
 Provides a balance between privacy 

protection and public responsibility
 Establishes accountability for violators

In Arizona, as well as most other states, the specific
statues that have been adopted also allow for tort
claims in certain situations.

In Arizona it is A.R.S. § 36-509



The Privacy Rule and Protected Health 
Information (PHI)

Protects  all “individually identifiable health 
information”, or (PHI)

 PHI includes:
• Oral or recorded information
• Information on past, present, or future physical 

or mental health condition
• All healthcare treatment
• Past, present, or future payment for healthcare
• Name, address, birth date, Social Security 

number



PHI is protected from improper disclosure

Disclosure means transmitting any identifying 
information, including treatment information, 
personal information or demographic information, 
that could confirm a person is a patient at the 
facility. 



When is disclosure improper?

Any disclosure not authorized under HIPAA is improper 
disclosure.  In general, HIPAA permits disclosure for 
treatment and payment without authorization. 

However,  Part II imposes greater restrictions on 
disclosure under most circumstances

42 CFR § 2.13



HIPAA Regulations – Part II
42 CFR Part 2

Part II affords greater protection to the 
confidentiality of PHI in substance use records 
for individuals who have applied for or been 
given a diagnosis or treatment as a  federally 
assisted program. 

To be a Part II program an individual or facility 
must specifically hold itself out to provide 
substance use disorder (“SUD”) treatment

42 CFR § 2.11



Remember – HIPAA is intended to 
balance privacy protection and public 
responsibility

PHI, under Part I or Part II, can be released 
when there is:

1. Patient consent/authorization to release 
information 

2. One of the various exceptions applies



Patient Consent  

HIPAA

• Consent may be in writing or implied
• Consent may be a general release of health 

information to a general category of persons or entities

• Patient may withdraw consent verbally. 



Patient Consent  

Under Part II

• Consent must be in writing
• Consent must have an expiration date. 
• Consent form must include the name of the receiving 

provider or organization specifically. 
• Consent form must include the name of the disclosing 

provider or organization but does not need to be as 
specific as that which is require for the receiving entity. 

• Patient can, however, withdraw consent verbally. 



Disclosure for treatment and payment

HIPAA – permits disclosure for treatment and 
payment without authorization

Part II – requires specific authorization from 
patient for both treatment and payment purposes

42 CFR § 2.13



Disclosures to outside organizations

HIPAA – permits disclosure to contracted agencies 
providing services to the facility or individual on its 
behalf pursuant to a business associates 
agreement (“BAA”)

Part II – limits disclosure to Qualified Services 
Organizations (“QSO”), and further limits the 
disclosure to information needed to provide 
services through the program.

42 CFR § 2.12



Disclosures for Public Health Purposes

HIPAA – No authorization required to use or 
disclose PHI for public health activities relating 
to preventing or controlling diseases, injury or 
vital events, investigations and public health 
interventions.

45 CFR § 164.512(b)

Part II - Limited to authorizations required to 
report cause of death.

42 CFR § 2.12 (c )



Disclosures to Personal Representatives



Disclosures to personal representatives

HIPAA –personal representatives are treated the same 
as the individual.

Personal representative includes:
• Person authorized to make health care decisions 

for an adult minor or emancipated minor
• Parent or guardian or other person authorized to 

make healthcare decisions for a minor, unless:
o Minor is authorized to consent under state law, 

and has not requested the person to act as 
personal representative (even if consent of a 
parent or other person has also been obtained).



Disclosures to personal representatives
(Continued)

Part II – Only persons authorized to give 
authorization on patient’s behalf and Minor 
patients.
 If a minor acting alone can legally consent to 

treatment, only the minor may give to written 
authorization. This includes disclosures to the 
parent(s).



Disclosures to personal representatives
(Continued)

Minors:
 If state law requires parental consent to 

treatment, both the parent and the minor must 
give written authorization.

 If state law require parental consent to 
treatment, minor’s application for treatment 
may be disclosed to parent only if minor:

1) has given written authorization or 
2) lacks capacity to make rational choice 
and poses threat to self or others.

42 CFR §2.14



Disclosures to personal representatives
(Continued)

Incompetent/incapacitated adults:

 If individual adjudicated as incompetent, 
authorization maybe provided by guardian.

 If program director determines patient suffers 
from medical condition that prevents knowing 
or effective action, program director may 
exercise right of patient authorization for the 
limited purpose of obtaining payment.

42 CFR § 2.15(b)



What about when Patients Want 
Access to their own Records?



Patients’ have a Right to Records under 
HIPAA

The Privacy Rules give patients the right to 
their own healthcare information. 

• May inspect medical information
• May make copies of medical information
• May request corrections to medical

information*
• May request a release of information or

request restrictions on release



Patients’ Right to Records
EXCEPTIONS

The Privacy Rules DO NOT give patients’ 
rights to control the following:

• Information compiled in anticipation of civil,
criminal, or administrative actions or
proceedings

• Information released for national security or
intelligence reasons, or to law enforcement

• Certain health information that is subject to,
or exempted from, the Clinical Laboratory
Improvement Amendments (CLIA) of 1998

• Psychotherapy notes



Patient Consent – Part I and II

Like in Part I, a signed consent is NOT needed, in 
Part II facilities: 

 Emergency treatment
 Information released without any patient

identifiers
 Limited Exception for Child or Elder Abuse

o Information about a mother’s treatment for
alcohol abuse could be disclosed to social services
as the best interest of the child superseded the
mother’s desire for confidentiality.



Patient Consent – Part I and II 
Differences

UNLIKE Part I, Part II has

 No business associate exception (QSO)
 No law enforcement exception
 No exception for payment information
 No exception for attorney subpoenas (only

court orders)
 No exception for when care is provided to

incarcerated inmate



Maintaining Part II Protection
Disclosed information retains its Part 2 protected 
status even when transmitted to general treatment 
facilities, and thus should come with a warning that it 
is so protected. 

• If a patient is treated at a Part II facility for
substance abuse and those records are transmitted
to a Part I hospital for use and reference prior to
surgery to ensure the anesthesiologist can safely
monitor the patient during surgery, the Part I
hospital must treat the Part II records with the
same care as the Part II facility



Penalties of Improper Disclosure

HIPAA imposes stiff penalties for violations –
both civil and criminal 



Penalties for Violating HIPAA

 No private right of action*
 Generally, Office for Civil Rights (OCR) is

responsible for enforcement
 Fines range from $100 - $50,000 for each

violation and up to $1,500,000 for identical
violations during a calendar year

 Monitoring of operations for as long as
determined necessary and reasonable



Penalties for Violating HIPAA

 Considerations made for:
• Nature and extent of violations
• Nature and extent of harm resulting
• History of prior compliance

 Statute of Limitations is 6 years



Criminal Penalties for Violating HIPAA
 Criminal violations handled by the DOJ.
 Those who "knowingly" obtain or disclose individually

identifiable health information, in violation of the
Administrative Simplification Regulations, face a fine of
up to $50,000, as well as imprisonment up to 1 year.

 Offenses committed under false pretenses allow
penalties to be increased to a $100,000 fine, with up to
5 years in prison.

 Offenses committed with the intent to sell, transfer or
use individually identifiable health information for
commercial advantage, personal gain or malicious
harm permit fines of $250,000 and imprisonment up to
10 years.



Key Compliance Requirement - Part II

Compliance with HIPAA Part II requires providers to:
• Use and disclose information in accordance with HIPAA
 Include warning on transmissions regarding the

status of privacy pursuant to HIPAA Part II
 USE FIREWALL between Part I and Part II sections of

treatment facilities
 TRAIN PERSONNEL on both Part I and Part II

requirements, because Part I facilities must maintain
Part II privacy for relevant records received

 Adopt a written privacy policy that includes both Part
I and Part II rules



Comments, Questions, Suggestions



Thank You

6424 E Greenway Parkway, Suite 383
Scottsdale, Arizona 85254

480-948-7825
ArtemisLawFirm.com

Victoria Ames, Esq.
VAmes@ArtemisLawFirm.com
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